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Y3nbl
TpaHcnopt OPC-UA
CBoncTBa
pynna ceoncTs "TpaHcnopt OPC-UA"
[pynna ceoncts "KnmeHT OPC-UA"

[pynna Teros
CBouncTBa

Ter OPC-UA
CBouncTBa

Co3paHue 1 HacTporka TpaHcnopTa OPC-UA

JobaBneHue napaMmeTpoB B TpaHcnopT OPC-UA, paboTawoLimn B pexume "KnmeHt"

TpaHcnopT SNMP
Co3paHune n HaCcTporka TpaHcnopTa SNMP

Kak onpegennts Bepcuio SNMP ans ycTponcTea
ABTopu3zaums B Bepcmax SNMP v1 n SNMP v2c¢

ABTOpu3auuma B Bepcmax SNMP v3

JobaBneHve napameTpos B TpaHcnopT SNMP
TpaHcnopTel M3K-60870
TpaHcnopt MQTT
TpaHcnopt OPC DA
TpaHcnopTt AgavaCloud

1 Ha3HauyeHue

TpaHcmopTHas cucTeMa IpefHa3HadeHa OJI opraHu3auuyd oOMeHa HAaHHBIMU MeEXKOY
IPUKJIagHBIM ITPOEKTOM ¥ BHEIIHMMU YCTPOMCTBAMM, CepBepaMy U HHGOpPMaIMOHHBIMU
cucteMaMu. OHa NIPUMEHSETCS [JIS MOJyYeHUST TEXHOIOTUYEeCKHX IIapaMeTpoB, Iepefayun
YIIPaBISAOUINX 3HaUYEHU W U TPeJOCTaBIeHNS JaHHbIX IIPOEKTa BHEITHUM IIOTPEOUTEIISIM.

O6MeH HacTpauBaeTCs C IOMOINbI0 y370B TuNa «TpaHcmopT». Kaxmweiii TpaHCIOPT
oIIpefesisieT MPOTOKOJI, TapaMeTPhl COeIUHEHUS U COCTaB liepefaBaeMbIX JaHHBIX. B omHOU
TPaAHCIIOPTHOM CHUCTEMe AOIMYyCKaeTCd KUCIOJIb30BaHWE HECKOJbKHUX TPaHCIOPTOB, B TOM
yucye paboTaloMMX 10 Pa3IMYHEIM IIPOTOKOJIAM.

[laHHBIE YCTPOUCTB IPELCTABISI0TCS B IPOEKTe UCTOYHUKaMu: peructpamu Modbus, Teramu
OPC UA, nepemernasiMu M3OK u gpyruMu y3jaMu COOTBETCTBYIOLIEro Tuna. MCTOYHUKYU
MOTYT KCII0JIb30BaThCS B CUTHAJIaX [IPOEKTa, CpefCcTBaX BU3yaJIM3allud, BHIUUCJIEHUX,
CHACTeMe TPEeBOT U CUCTeMe apXUBUPOBAHUS.

2 CoCcTaB CHCTEeMbI

B mepeBe mpoekTa TpPaHCIOPTHAs CHUCTeMa pa3MellaeTcCsi BHYTPH CTAHIUU U UMEET
HauMeHOBaHMe THMa «CHCTeMa TPaHCHOPTHAasA». [IoqYMHEHHEIE e Y3/l OMpPeaesioT
HaIlpaBJieHKsT oOMeHa.
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Y3en Ha3HayeHue
Cuctema TpaHcnopTHaa ObbeanHeHNe TPaHCNOPTOB CTaHLUN.

TpaHcnopT HacTpolika coeanHeHns n obmeHa no BbibpaHHOMY NPOTOKOJY.

Fpynna OpraHunsauma NCTOYHMKOB B fiepeBe MpoeKTa, eC/in faHHbIN TPaHCNOPT AoMNyCKaeT ux
rpynnupoBaHue.

NCToYHMK MpenctaBneHne 0TAENLHOrO NapaMeTpa, PerncTpa, Tera nam obbekTa nHpopmaumm.
HacTpolika agpecaunm yCTPOWCTBA U pa3MeLLeHne NepeMeHHbIX 458 TPaHCNOpPTOB

CraHumsa M3K M3K-60870.

CocTaB OAYMHEHHBIX Y3JI0B 3aBHCUT OT BEHIOPAHHOTIO TpaHcIopTa. Hampumep, peructp
Modbus mo6aBrnsieTcsl HEIIOCPEOCTBEHHO B TPAHCIOPT OO B €ro TpyIy, a nepeMeHHas
M3K — B y3en «Cranmusa MIK». [Ina Tpancnopta AgavaCloud nmepenaBaeMbie y3JIbl
BBIOMPAIOTCS B CBOMCTBE «Y3IbI».

3 ITopsATOK HACTPOMKH CHCTEMBI

s OpPraHu3allun obMeHa JaHHBIMHU HGO6XOHI/IMO BEITIOJTHUTE CIIEAYIOIINE OEeHCTBUS:

1. BoibpaTb cTaHUu0, Ha KOTopor ByeT BbINOJHATLCA 0OMEH C YCTPONCTBOM U
CepBepoM.

2. OTKPbITb KOHTEKCTHOE MEHI0 CTaHuuMK 1 BoibpaTh «JlobaBuTb y3en» - «Cucrema» -
«CucrteMa TpaHCnopTHaa».

3. OTKPbITb KOHTEKCTHOE MEHI0 TPAHCMOPTHOW CUCTEMbI 1 A06aBUTb TPAHCAOPT
Tpebyemoro Tuna.

4. YKa3aTb MS TPAHCMNOPTa U HACTPOUTb €ro pexum paboThbl, afipec CoegnHeHns nmbo
napamMeTpbl NOC/Ie0BaTENLHOIO NOPTa.

5. [0o6aBnUTb NCTOYHUKN AAHHBIX K, NPU HEOBXOANUMOCTHN, MPOMEXYTOYHbLIE Y3/bl,
npefyCMOTPEHHbIe BbibpaHHLIM TPaHCMOPTOM. HacTpouTb afpeca napamMeTposB, TUMbI
3HaYeHN N pa3peLLEHHbIe onepaumu.

6. [ns nonyyYyeHns OaHHbIX Yepes CUrHaabl NpoekTa f06aBMTb CO3AaHHbIE NCTOYHUKN B
CBOWCTBO CMrHana «MCTOYHUKM». B CEPBEPHOM UM BEAOMOM PeXUME YKa3aTb Y3/bl
MPOEKTa, 3HA4YEHNS KOTOPbIX LO/KHbLI NPefOCTaBAATLCA BHELLUHEN CTOPOHE.

7. MpoBEPUTH, YTO Y YYACTBYIOLLMX Y3710B CHAT hlar «BbIKAOYEH», BbINOJIHUTb NPOBEPKY
MPOEKTa U YCTPaHUTb BbiSIBIEHHbIE OLLUMOKN HACTPOVKN.
8. CoxXpaHWTb NPOEKT, 3arpy3UTb €ro Ha LiefieBoe YyCTPOMCTBO U 3anyCTUTL BbIMOJIHEHNUE.,

9. MpoBepUTL YCTAHOB/IEHWNE CBS3U, NOJIYYEHNE 3HAYEHMWI 1, ECIN NPELYCMOTPEHO
ynpasJsieHue, nepenayvy KomaHa,.

HapaMeTpLI COeJUHEHHNA OTHOCATCA K YCTpOfICTBy, Ha KOTOPOM BERHIIIOJIHAETCSA Cpena
HUCIIOJTHEHU . HaHpHMep, UM II0CII€eJO0BATEJIbHOTO ITOPTa AOJI2XKHO COOTBETCTBOBATHL IMOPTY
IeJIeBOro KOHTPOJIJIEPaA UIIKX KOMIIBIOTEPA.

Il ceTeBOroO obmeHa JOCTYITHOCTD y'JIaTIéHHOI"O aipeCa TaKXe IMpoBepdAaeTCd CO CTOPOHEI
IIejeBoro y'CTPOfICTBa.

HepequL JOCTYITHEIX TPAHCIIOPTOB 3daBUCHUT OT KOMIIJIEKTAITUN CPENEI p83p8_60TKI/I " Cpenknl
HNCIIOJITHEHNA, YCTAaHOBJIEHHBIX paCI.T_[I/IpeHI/Iﬂ U IleJIeBOu HHaT(l)OpMBI. PacmnpeHI/Ie,
HGOGXOI[I/IMOG OIS BBIﬁpaHHOT'O TPaHCIIOPTa, AOOJIZKHO IIPHCYTCTBOBATL Ha y'CTpOI;ICTBe



HCIIOJTHEHH.

4 Tpancnoptsl Modbus-RTU, Modbus-TCP

IaHHBIE BUOB TPAHCIIOPTOB IIpeiHa3HaYeHHl {71 IIpHeMa U Iepefadyyl JaHHBIX 110 TPOTOKOITY
Modbus. ITogmepxxuBaioTcs mocnemoarenbHble U Ethernet mogkmiouenus.

4.1 Y3nbl

= TpaHcnopT Modbus-RTU - TpaHcnopT, paboTatowmin no nocnefoBaTenbHbIM JIMHUAM
CBS3M.

= TpaHcnopT Modbus-TCP - TpaHcnopT, paboTatowmin no ethernet.
= Modbus peruncTp - UICTOYHUK, XPaHALLNA 3HAYEHNe perncTpa.

4.1.1 Tpaucnopt Modbus-RTU

Y3en, npencraBnsgiomuil TpaucnopT Modbus, paboTaroIiuii 1Mo MOCIea0BaTENbHEIM TUHUIM
cBsi3u RS-485, RS-422, RS-232.

4.1.1.1 locTynHble povyepHue y3nbl

» [pynna y3n08.
= Modbus perucTp.

4.1.1.2 CBoucTBa

4.1.2 Tpaucnopt Modbus-TCP

Y3en, npencTaBnsgioniyii Tpancnopt Modbus, paboTtaromnii mo nuHUSAM CBsi3u Ethernet.

4.1.2.1 flocTynHble Ao4YepHUue y3Jbl

» [pynna y3n08.
= Modbus perucTp.

4.1.2.2 CBOUCTBA

4.1.3 Modbus peructp

Y3en-uCTOYHUK, XpaHAIIui 3Ha4eHne PeTUCTpa.

4.1.3.1 JocTynHble Ao4YepHUe y3Jbl

Hert



4.1.3.2 CBOoKCTBa

HaumeHoBaHue cBoucTBa UpeHTucdukatop Tun [docTtyn OnucaHue
YCTponcTeo DeviceAddr INT YTeHune / 3anuck
DYHKLNSA YTEHNA ReadFunction INT YT1eHune / 3anuck
Pernctp yteHus ReadRegister INT YTeHune / 3anuck
Pa3mep peructpa ParamSize INT YTeHune / 3anuck
MpuoputeT Priority INT YTeHune / 3anncb
OyHKUNA 3anmncuK WriteFunction INT YTeHune / 3anuceb
PerucTtp 3anucu WriteRegister INT YTeHune / 3anuck
Tun 3Ha4YeHmns ValueType INT YTeHune / 3anuncb
Mopspok Gant ByteOrder INT YTeHune / 3anuck

Onepauunn nocne 4yteHma OperationsOnRead NODESARRAY YTeHue / 3anucb
Onepaunn nepen 3anncbto OperationsOnWrite NODESARRAY YTeHune / 3anucb
Y3en ons ytenns/zanncu - Sourceld NODE YTeHue / 3anunchb

YcTpoucTtBo

OyHKLIMSA YTEHUS
Peructp ureHus

Pa3mep peructpa
[Tpuopurer

OyHKIVA 3alIUCU
PerucTtp 3anucu

Tum 3HaYeHus

[Topsimok GauT
Omnepaiuu mocie 4YTeHus
Onepanuuu nepeq 3aluChi0

Y3en ong uTeHusi/3anucu

4.2 PaboTa TpaHcnopTa
TpaHcmopThl MOTYT paboTaTh B ABYX peXuMax:
» Beaywumn (Master).

= Begombin (Slave).

4.2.1 Pexxum Master (Bepywiun)



Cxema paboTbl Modbus macTepa

B pexume Master TpaHCIOPT BemeT 00OMeH CO CBI3aHHBIMU YCTPOMCTBAMM - 3aIIpallliBaeT
3HAUYEHHUS OIpe[eIeHHBIX PErucTPOB, 3alMCHIBAET B PETUCTPH YCTPOHCTB 3HAYEHWHS,
IoJjiyyaeMble U3 BHUXKETOB UJIM OPYTUX Y3JI0B IPOEKTa. B 3TOM pexuMe MPUMEHSETCS
ONTHMU3ANSI KOMaH]I 3aIIUCH.

Cxema paboThl TPaHCIOPTa B pexkuMe Master mpuBefieHa Ha CXeMe.

PaboTa TpancnopTta Modbus B 3TOM pexuMe CTPOUTCS Ha CIIeAYIONINX MIPUHITUIIAX:

= ObMeH faHHbIMM BeAETCA UMKNamu «3anpoc — OTBET».

= TPAHCNOPT B 3TOM pexuMme - Beayuimin, To eCTb €AUHCTBEHHOE YCTPONCTBO B CETH,
KOTOPOEe MHMLMMPYET nepenayvy AaHHbIX.

* BegoMble (Slave) ycTpoNCTBa HUKOrAa He HavyMHatloT 0bMeH CaMOCTOATENbHO, OHWN TOJIbKO
OTBEYaloT Ha 3anpochl.

4.2.1.1 Uukn «3anpoc — OTBeT»

PaboTa TpaHCIIOpTa B 3TOM peXkKMe OpraHW30BaHa KaK I0CIeq0BaTeIbHbIE IIUKJIB:

1. ®opmupoBaHuMe 3anpoca: Master co3gaeT Kagp, KyAa BXOAUT: agpec BeAoMOro, Ko,
(OYHKLUMM 1 OaHHble (C KaKOro aapeca, CKOJIbKO PerncTpos).

2. OTnpaska: Master nepepnaeT Kaap B WwWuHy (RS-485 nnu Ethernet).
3. OxupaHue: Master BkntovaeT TauMep 0OXXULaHMA OTBETA.

4. MNpuem oTteeTa: Ecam Slave ¢ yka3aHHbIM agpecom noay4ma komaHay 6e3 ownbok, oH
OTrpaBAseT OTBETHbIN Kaap.

5. Tanm-ayT: Ecnn 3a oTBeAeHHOe BpeMsa oTBeTa HeT, Master mkcupyeT ownbky (cBa3b
noTepsHa) 1 NepexoanT K onpocy ciefyoLwero yCTPoMCTBa Un NOBTOPSET 3anpoc.

4.2.1.2 YnpaBneHne TaMUHraMmm

Master xKecTKO KOHTPOIUPYeT Nlay3kl B CETHU:

» Me)xxay oTnpaBKoW 3anpoca 1 npuemom oTeeTa: Master BbigepXXnBaeT MUHUMANbHYIO
nay3y Ha CMeHy HanpasfieHns nepenaym (ans RS-485).

» TanMayT 0XMOaHMa oTBeTa: 3aflaeTcs B HacTponkax Master. Ecnm Slave megneHHbIN,
Master He ByneT XXAaTb BEYHO — OH NpepbIiBaeT 0XXUOaHME OTBETa M NepexoaunT K
cnepyoLwen TpaH3akuum.

= MeXxkaapoBas 3afepxxka: Master BblAepXX1BaeT nay3y HacTpanBaemMon ANIMTENbHOCTY
MEeX [y OTMPaBKOMN Pa3HbIX 3aMpocos, 4Tobbl Slave ycnen obpaboTaTh KOMaHAYy.
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4.2.1.3 Appecauums

= Master oTnpaBnseT 3anpoc CTPOro KOHKpeTHoMy Slave (agpec oT 1 no 247).

= LLInpokoBewaTensHbin agpec (0): Master MoXxeT oTNpaBMTb KOMaHAy BCeM Slave cpasy
(Hanpumep, «3anyCcTUTb MOTOPbLI»). B 3TOM pexume BeOMble HE OTBEYatOT, 4TOObI He
C034aTb KOJUIN3UIO B LUMHE. B aHHbI MOMEHT He NoAdepXUBAETCA.

4.2.1.4 O6paboTka ownbokK
Master npoBepser:

= KoHTposibHYt0 cymmy oTBeTa (CRC) (Tonbko Modbus -RTU).

= Kog uckntodeHuns: He sepHyn nm Slave kopg owmnbku (Hanpumep, 0x02 — HeBepHbIN agpec
perncrpa).

4.2.2 Pexxum Slave (BenomMbin)

Cxema paboTel Modbus slave

B pexume Slave TpaHCIOPT BegeT oOMeH CO CBSI3aHHBIMU YCTPOMCTBAMM B ITACCHUBHOM
pexuMe - IPpUHUMaEeT 3allPOCHl OT BeAYIIUX U BHIAET OTBETHI.

Cxema paboThl TPaHCIOPTa B pexuMe Slave mpuBefeHa Ha PUCYHKE.

B pexume Slave TpancmopT Modbus paboTaeT Kak cepBep, OXHUOAIOUUN BXOMASAIINAE
3aIpoCH OT BHEITHETO Befylero yctpoictea (Master). TpaHCIIOPT HE UHUIIMUPYET 00MeEH
CaMOCTOSITENIbHO, a TOJIbKO oOpabaTkiBaeT KOMaH[H, NOJIydeHHEIe 0T Master: oTmaér
3HAYEeHUSI YKa3aHHBIX PETUCTPOB UJIM 3alMCHIBAET B CBOM PETUCTPH NPUHSTHE [aHHEIE.
[TomydyeHHBIE 3HAUEHUS MOTYT ITepPefaBaThC B BUAKETHl UM APYTHE Y3JIBl TPOEKTA.

PaboTa TpaHcnopTta Modbus B 3TOM pexkrMe CTPOUTCS Ha CIeAYIOMINX IPAHIUIAX:

= TpaHCMNopT B 3TOM pexunme — Bepombii (Slave), To eCcTb 0TBEYAET TONLKO HA 3aMPOChI
BHELLHero BeayLlero ycTPoMCTBa.

= O6MeH JaHHbIMU MHULMMPYETCA UCKN0YMTEeNbHO Master.

= TPpaHCMOPT He OMpaLInBaeT Apyrue yCTPoOMCTBa 1 He (hopMupyeT 3amnpochl
CaMOCTOATENbHO.

4.2.2.1 Uukn «3anpoc — OTBeT»

PaboTa TpaHCIIOPTa B 9TOM peXXUMe OpraHu30BaHa Kak 00paboTka BXOMSIINX 3allpOCOB:
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1. OxxupaHue 3anpoca: Slave HaxoANTCS B pexmMme npuéma n NPoCayLMBaET LWNHY
(RS-485 nnn Ethernet).

2. Npuém 3anpoca: Npu nonyvyeHnn kagpa Slave nposepsieT, NnpeaHa3HaYeH n 3anpoc
emy (o agpecy Begomoro).

3. MpoBepkKa UeNnoCTHOCTU: Slave Bbl4MCASET KOHTPObHYIO cymmy (CRC ansg Modbus-RTU)
N NpoBepseT KOPPEKTHOCTb CTPYKTYpPbI Kagpa.

4. ObpaboTka koMaHpabl: Ecin 3anpoc agpecoBaH gaHHOMY Slave 1 He COOepPXXUT OLLIMOOK,
TpaHCMopPT BbINONHAET Tpebyemylo onepauuio:
» YTeHue: 13BseKaeT 3Ha4YeHNS N3 BHYTPEHHUX PErncTpoB (Hanpumep, NoayyYeHHbIX OT
BUO)KETOB).

* 3anuchb: 3anncbiBaeT NPUHATbIE OaHHbIE B YKa3aHHble PerncTpbl.

5. ®opMupoBaHue oTBeTa: Slave hopMumpyeT OTBETHbLIN Kaap, KyAa BXOAUT: aapec
BELAOMOro, Kog (PyHKLUMM 1 3anpoLUeHHble AaHHble (018 YTeHUs) nam NoaTBEPXAeHNE
(onga 3anuck).

6. OTnpaBka oTBeTa: Slave nepefla€T OTBET B LUUHY.

7. ObpaboTka owmnbok: Mpn 0bHapyxeHUn ntobon ownbkn (HeBEpPHaAs KOHTPOJIbHAS
CYMMa, HEBEpPHbI afipecC peructpa, HeBepHbI Kog pyHkuMn) Slave hopmupyeT Kagp
MCKIOYEHUA C COOTBETCTBYIOLLMM KOLOM OLWINOKM Nan nrHopupyeT 3anpoc (B
3aBUCUMOCTN OT HACTPOEK).

4.2.2.2 YnpaBneHue TaMUHramm

B pexume Slave TpancnopT cob6iiogaeT BpeMeHHBIe IlapaMeTpH, 3aJaHHble BeAYyIIUM
YCTPOUCTBOM:

= TakMayT oXXupaaHuA oTBeTa: HacTpamBaeTCs Ha CToOpoHe Master. Slave He
KOHTPOAUPYET BpeEMS MeXAy 3anpocaMym — OH OTBEYaeT B paMKax pa3yMHOr0 BPEMEHM,
onpenensemMoro ero npon3BoanTeNIbHOCTLIO.

» MexkKappoBas 3apep)Xka: Slave ncrnonb3syet 3ToT UHTepBan (3.5 cumeona onsa RTU)
AN19 onpefeneHnsa rpaHny Kagpos. Ecnm naysa mexay 6antamu npesbiwaeT 3.5
cMMBoONa, Slave cynTaeT Kagp 3aBepLUEHHBIM U Ha4YMHaeT ero obpaboTky.

= Bpemsa obpaboTkm 3anpoca: Slave obpabaTbiBaeT 3anNpoc 1 OTNPaBAsSeT OTBET.
3afepXXka Mexay NpruémMom 3anpoca 1 OTNPaBKON 0TBETA A0J/KHA BbiTb MUHMMANbHON
(06bI4HO HECKONBKO MUJIMCEKYHA), HO AOMYCTUMA B Npefenax, yCTaHOB/eHHbIX Master B
HaCTporkax TanMayTa.

* May3a nepep oTBeTOM: [115 NoAyaynaekcHbIX nHMn (RS-485) Slave nepen oTnpaBkom
OTBETa BblAEPXXMNBAET MUHMMANbHYIO TEXHOIOMMYECKYIO Nay3y A8 CMeHbl HanpaBaeHNS
nepenayu.

4.2.2.3 Appecauums

= Kaxablil Slave B ceTn fo/MKEH MMeTb YHUKaNbHbIK aapec B Anana3oHe oT 1 go 247.
Afpec HacTpamBaeTCa B KOH(UIrypaumnm TpaHCnopTa.

= ECAn npuwegwnin 3anpoc COAepXMT LUMpPOKoBeLwaTenbHbin agpec (0), Slave



obpabaTbiBaeT KOMaHAy (Hanpumep, 3anNncb B PErMCTpbl), HO He oTNpaBaAeT oTeBeT. B
LOAHHbI MOMEHT He NoALEPXUBAETCS.

= 3anpochl, aApecoBaHHbIe ApyroMy Slave, urHopupyoTcs.

4.2.2.4 Obpabotka owumnboK

Slave mpoBepsieT KaxXKIbli BXOMOSIINAY 3aMPOC 110 CIeAYIONIUM KPUTEPUSIM:

MpoBepka JencTBue npm owmbke
KoHTponbHasa cymma (CRC y
Kagop oTbpackiBaeTcs, OTBET He oTnpasnseTca (Master nonyynt TanmayT)
ana RTU)
Appec BegoMoro Ecnu agpec He coBnafjaeT — Kagp MrHopupyeTtcs

Ecnun yHKLMA He NoALepXUBAeTCa — OTNPABASETCA UCK0YEHNe C KOLOM
0x01 (lllegal Function)

Ecnn appec BbIXOAUT 3@ AONYCTUMblE Npefesbl — OTAPaBASETCA UCKITIOYEHNE
0x02 (lllegal Data Address)

Ecnn 3anpalumBaemMoe KoAMYeCTBO MpeBbILaeT 4ONYCTUMOe — OTMNpaBaseTCs
ncknoyveHne 0x03 (lllegal Data Value)

Ecnu 3anuceiBaeMoe 3Ha4yeHne HeonyCcTMO — OTNPaBAAETCA UCK0YeHne
0x03

Kopn pyHKuMM
Appec peructpa
KonuyectBo perucrpos

3Ha4yeHue JaHHbIX

[Tpu ycmemHo# 00paboTKe 3ampoca Slave oTIpaBiisSeT MOJIOKHTETIbHBIH OTBET — Kafp,
cofiepKallui MOATBEePKOEHNE BHITIOTHEHUS OIlePalluy HUIN 3alPolIeHHbEIe TaHHEBIE,

4.3 OnTuMusauum onepauumn sanucu B Modbus

= Lenb: yMeHbLWNTb TPaUK 1 3a8ePXXKN 1 YCKOPUTb AOCTUXKEHNE COrIaCOBAHHOMO
COCTOSIHWNA Ha YCTPOWCTBe.

= O6n1acTb NPUMEHeHUsA: onepaunn 3anucyn GyHkumnin 5/6/15/16; yTeHne He
ONTUMU3NPYeTCA.

4.3.1 Mopgenb KOMaHAbl U TEPMUHOJIOIUA

* YTo copep>XUT KOMaHAaa: ngeHTudukaTop yctponctea (Slave ID), Homep hyHKLUK
(func), agpec nan gnanasoH agpecos, W MOJIE3HYI0 HArpy3Ky (3HavYeHUsa ons 3anucu).
» [1na pyHKUMA 5 1 6 3anucbiBaeTcs 0ANH afpec.
» [1n8 pyHKUMIA 15 1 16 MOXKeT 3anuncbiBaTbCs HEMPEpPbIBHbLIN AMana3oH agpecos.
* [Tpy cpaBHEHUN OBYX KOMaH OAUHAKOBbIMU KOMAaHAAMM CHNTAOTCA Te, Y KOTOPbIX
NofHOCTbo coBnaatoT Slave ID, hyHKUMA 1 agpec perncTpa.
CMe)XXHbIMU AMana3oHaMMm ABASIOTCA AMana3oHbl, MeXAy KOTOPbIMA HET pa3pbiBa —
OAWH HaYMHaeTCsa cpa3y nocne apyroro. [pumepsbl: CMeXHble — 1..415..8; 10..10n
11..15. He cmexHble — 1. .4 1 6. .8 (pa3pbiB), 3..7 n5..9 (nepekpbiTue).
 HenoaTBep>XAEHHOM 3aNMUCbIO, ABNAETCA Ta, KOTOPas HAXOAUTCS B o4epen v eLlé He
6blna oTnpaBneHa ApaiBEPOM Ha YCTPOMCTBO.

4.3.2 3tan 1. [leaynnaukKauusa npu noctTaHoBke B ovepenb



HasHauyeHue: ybpaTh AMLWIHME NOBTOPHbIE 3aMUCK OJHOIO U TOMO XXe agpeca, ecu
MeX Iy HUMW He OblN0 MOMNbITKN OTNPaBKMK Ha YCTPOMCTBO.

* MpuHuMn aepynnukaumuu: ECiv B odyepean yxe eCTb HENOATBEPXKXAEHHAS 3aNuUCb AN
Toro e Slave ID, Ton e pyHKUMM 1 TOro Xe afgpeca, TO HOBas 3arnncb 3aMeHseT
3HaYeHune B CYLLEeCTBYIOLLEN, a CaMa B oMepeflb He fobasnseTcs.

= Y10 He pepynnauumupyeTcs:
= PasHble afpeca, pa3Hble (hYHKLUUN NN pa3Hble YCTPONCTBA.

» Onepauunn YyTeHus.
» ObbeanHeHne ananasoHoB — OTAE/bHbIN MexaHuU3M (CM. ITan 2).

3¢ deKrT:

= CHMXXAEeTCs Harpy3ka Ha KaHaa 1 YCTPOMCTBO MpM YacTbiX 0OHOBIEHUSIX OQHOrO Tera.

= B yCTPOMCTBO YXOAUT CaMoe CBeXee 3HaYeHNe Ha MOMEHT OTMNPABKMU.

4.3.3 3tan 2. ObbeanHeHne KoMaHpA 3anuck (PpyHkuum 15 un 16)

» HasHavyeHume: COKpaTUTb YNCJI0 3anpocos, 0bbeanHMB 3aNnUCK B COCeHMe aapeca B
OOWH HenpepbIBHbIN B10K.

* Y10 0OBEeaMuHAETCA:
» OyHKuMa 15 (Write Multiple Coils): KaTyLwKn ¢ HenpepbIBHbIMK afpecamu.

= OyHKumMa 16 (Write Multiple Registers): perucTpbl XpaHEHUS C HEMPEPbIBHbIMU
agpecamu.

» Tonbko 3anucy c oguHakosbiMn Slave ID n ognHakoBon yHKUMen (15 nnn 16).
= YcnoBusa obbeamHeHua: HeckonbKko 3anucen ¢ ogmHakosbiMu Slave ID u dyHKUMeN

15 nnm 16, Yo agpecHble ananasoHsl MAYT noapsan 6e3 paspbiBos, 06beANHAIOTCS B
OJHY 3anncb C 06LWMM AMana3oHoOM OT MUHMMAJIbHOMO O MaKCUMaJibHOro afpeca.

= dopMupoBaHue bydepa 3HaYeHUn:
= [1na 15: hopmmpyeTca maccme ByneBbiX 3Ha4eHW Mo agpecam B 06beANHEHHOM
LanasoHe.

= [1ns 16: hopMmupyeTca maccme 16-6MTHbLIX C1I0B No agpecaM B 06beANHEHHOM
LManasoHe.
» 32-6uTHble Tnbl (INt32/UInt32/Float32) 3aHnmatoT aBa 16-bMTHLIX C/loBa.

= CobniopgaeTcsa 3aaaHHbIn nopsaok cnos (Normal/lnverse).
= ECm ons 0gHOro agpeca eCTb HECKOIbKO KaHAMAATOB, 6epéTcs camoe cBexee
3HAYeHNe Ha MOMEHT OTMpPaBKM.
* MopAAOK U aTOMAapPHOCTb:
= Agpeca B 610Ke ynopsLo4MBatOTCS NO BO3PaCcTaHUIO.
» OTnpaBsKa BbINoNHAeTCSA oaHon onepaunen: writeCoils (15) unm writeRegisters
(16).
= JlormpoBaHue oTpa)kaeT OLHY arpermpoBaHHyo 3anuchb.
= Y10 He 0OBbepuHAeTCH:
» Pa3Hble Slave ID wam pasHble PyHKUumM (15 1 16 He cMeLLmBatoTCA).
» [lnana3oHbl C paspbiBamMu.



» Onepaunm YTeHNa U NHbIe TUMbl KOMaHA,.

4.3.4 OrpaHuyeHus

1. OrpaHunyeHmne oanHbl Kagpa yCTPONCTBa/ApanBepa MoXeT NPUBOAUTL K pa3dbueHunio
6onblwmnx 610K0B.

2. O6beanHeHne BbINOMHAETCS Ha 3Tane NoAroTOBKM K OTMNPaBKe; 40 HEro NencTByeT
nenynankauums.

3. Mpwu ownbke cTaTyCbl BO3BPALLAOTCA A1 BCEN arpernpoBaHHOM onepaunn, NnoBTopbl —
no obLen norvke.

4.3.5 MNMpumepsl

» NepynaukKaums:
= Tpu 3anucu B ogmH pernctp: 10 » 20 - 30. B o4epean 0CTaéTcs Of4HA 3aMnuUCh;
oTnpasssieTcs 3HaveHue 30.
= [1Be 3anuncu B pa3Hble pernctpbl: obe byayT oTnpaBaeHbl HE3aBUCUMO.
= 3anucK B 0ANH agpec, HO C pa3HbiMK PYHKUUAMK (Hanpumep, 5 1 15): cynTaoTcs
Pa3HbIMU 1 OTMPaBAATCA pa3faesbHo.
= O6bepuHeHune 15/16:
» QyHKUMa 16: 3anmncu 40010..40011 n 40012 obbeamHstoTca B 40010..40012 n yxogaT
OLHOW onepaunen.

= QyHKUMS 15: 3anncu KaTywek 1..4 n 5..8 obveauHaoTcsa B 1..8 1 oTNpaBnaoTCS
04 HOM onepaumnen.

5 Tpancnopt OPC-UA

[Iporokon OPC-UA (OPC Unified Architecture) npencrasnsier co00ii COBpeMeHHBIN
CTaHOapT o0OMeHa MaHHHIMK B MPOMBILIJIEHHOW aBTOMaTHU3aluu, o0ecreuynBas BBICOKUU
ypoBeHb 6€30macHOCTH, MacmTabupyeMoCcTh U IjaaTGopMeHHYI0 He3aBUCHMOCTh. OH
TI03BOJISIET HAMEXHO MHTETPUPOBATH YCTPOMCTBA, cUCTeMH ymupaBiaeHusi u SCADA-
NPUJIOKEHUSI, TAaPaHTUPYS €OUHBIM MMOOXOMA K B3aMUMOOENCTBUIO MEXAY Pa3NUYHBIMU
KOMITOHEHTAaMU MHQGPACTPYKTYPHL.

B manHOM pa3pgene onuckiBaeTcs TpaHcmopT OPC-UA, npenHa3Ha4eHHBIN OIS HaCTPOUKHU
cBsa3u mo nporokony OPC-UA. [lanmee OynyT U370K€eHbH OCHOBHBIE CBOMCTBA, MPUHIIMUITH
KOH(GUTypauuu 1 0COOeHHOCTH pabOoTH TPAHCIOPTHOTO y3/1a, YTO ITOMOXKET II0Ib30BaTEIISIM
orIcTpO 1 3pPerTuBHO UHTErpupoBaTh OPC-UA B CBOM IPOEKTHI.

5.1 Y3nnl

= TpancnopTt OPC-UA - obecneymBaeT CBA3b 1 06MeH faHHbIMK Yepe3 npoTokoa OPC-UA.

= Fpynna Teros - y3e/, npefHa3sHa4vyeHHbln Ans nornvyeckoro obbegnHeHnsa OPC-UA Teros
B elJHOe NPOCTPAHCTBO MMEH.

= Ter OPC-UA - y3e/, ChyXalnin NCTOYHNKOM OaHHbIX, KOTOPbIA XPaHUT U nepepaeT



3Ha4eHun4.

5.1.1 TpaucnopTt OPC-UA

5.1.1.1 CBoM1cTBa

5.1.1.1.1 'pynna ceouctB "Tpancnopt OPC-UA"

OTa rpymnna CBONCTB ompepnenseT rinobanbHoe nmoepeHue mnaruHa OPC-UA, 3amaBas
TlapaMeTphl [J1s IOAKIII0UYeHUs ¥ PaboThl B BHIOPAHHOM pexXuMe.

I'pynna csoiict "Tpancnopt OPC-UA"

HaumeHoBaHue cBoucTBa UpeHTUukatop Tun Joctyn 3HauyeHue Nno ymMon4yaHuio
Pexxum paboTbl TransportMode  ENUM YteHue / 3anucb Cepsep

Appec IPAddr STRING YTeHme / 3anucb opc.tcp://localhost:4840
Paszpgenutens TagSeparator STRING YTeHue / 3anuch . (Toyka)

Onucanue cBoHCTB rpynnsl "Tpancnopt OPC-UA" y3iaa Tpancnopt OPC-UA

1. Pexxum pabotbl. OnpenenseT pexum paboTbl nnarnHa OPC-UA. [lonyCTMMble 3Ha4YeHUs:

= He onpepeneH (owubka): MNMpu noneiTke nocTponTb NpoekT SCADA BblAacCT OWNBKY
0 HEKOPPEKTHOM MapamMeTpe.

= KnneHTt: B 3TOM pexmume nnaruH yHKUMOHUpYeT Kak KnmeHT OPC-UA. loyepHue
y3J/1bl TPAHCMOPTHOrO y31a NpeacTaBnsatoT cobon ccoinkn Ha yaanéHHole OPC-UA-y3/1b1
N/MNn NpocTpaHcTBa MMeH (namespaces), 0TKyAa NPOU3BOANTCA CHUTLIBaAHNE
LaHHbIX. 19 KOPPEKTHOro rnosiy4eHns AaHHbIX C KOHKPETHOr o y3/1a Ha cepeepe
TpebyeTcs yka3aTb agpec cepsepa, NPOCTPaHCTBO MMEH (ecnn 3aflaHo) U Ha3BaHWe
y3/a Ha cepBepe.

» CepBep: B pexunme cepsepa nnarvH npefocTaBaseT faHHble Yyepe3 npoTtokon OPC-
UA. loyepHUe y3/bl TPAHCMOPTHOrO y3/1a (KoTopble MOryT ObiTb Kak 0TAe/IbHbIMU
y3/1aMy, TaK U NPOCTPaHCTBaMu UMEH) OMUCHIBAIOT AaHHble U FPYNMbl AaHHbIX,
LOCTYMHbIE ONS YTEHUSA BHELWWHUMU KJIMEeHTaMWN. KNIMeHTCKMe NPUIoXKeHna cCMoryT
obpalaTbCa K 3TUM y31aM, 4Tobbl NoJlyvyaTb AaHHbIe, NpefoCTaBseMble CEPBEPOM.

2. Appec. Onpegenset agpec ana pabotbl OPC-UA TpaHcnopTa - Kak 415 NOAKI0HEHUS
KJINeHTa, TaK 1 N9 KOHpuUrypauum cepsepa. 19 KnmeHTa, agpec ykasbisaeT Ha OPC-UA
cepBep, K KOTOPOMY KJIMEHT ByAeT NblTaTbCA NOAKAOYMTLCA. [py yKazaHuu
HEKOPPEKTHOIr0 AN HEAOCTYMHOro agpeca KANeHT byaeT aBTOMaTUYeCKM MbITaTbCA
YCTaHOBUTb COeANHEHNEe C MHTepBaJZIoM B 1 cekyHAy. [1ns cepBepa agpec UCrnosb3yeTcs
019 HACTPONKIM KOHeYHbIX To4ek (endpoint) OPC-UA cepsepa. OH 3agaéTt URL, no
KOTOpOMy cepBep byneT npuHUMaTh NOAKNOYEeHMA. Ha agpec HaknaablBaloTCS
cnefylowme orpaHnyeHns:

* CTpOKa He MOXeT bbITb NyCTOoMN.

» [1N1MHa CTPOKN He OO0JIKHa npeBbiwaTh 512 CMMBOJIOB.

3. Paszpenutenn. OnpenensieT CUMBOJI, KOTOPLIA pa3aensaeT npocTpPaHCTBO MMEH Y3JI0B U
Ha3BaHuWs Y3N0B. B KayecTBe 3Ha4yeHWs napaMeTpa AONyCKaeTcs eAUHNYHBIA CUMBOJI;



eCcnn CUMBOJ OTCYTCTBYET UM OAnHa CTPoKK npesbiwaeT 1, SCADA BblaacT ownbky
cbopKM NpoekTa.

5.1.1.1.2 I'pynna ceoucTB "Knuent OPC-UA"

OTa rpymnmna CBOMCTB COOEPKUT HaCTPOUKH, ONpefAeNAlolue MoBeAeHNe IIlaTuHa B PeXuMe
paboTH KNneHT.

I'pynna csoiicts "Knuert OPC-UA"

HauMmeHoBaHue cBoucTBa WNpeHTudukatop Tun fdocTtyn 3HayeHue No ymMoa4yaHuio
Cnocob onpoca DataRetrievalMethod ENUM YTeHue / 3anuce He onpepeneH (owubka)
May3a mexnay naketamm  PacketDelay INT YTeHwue /3annce 1 McC

TaMayT onepauui Timeout INT YTeHwue /3annck 5000 Mc

Onucanue ceoucTB rpynnsl "Kauentr OPC-UA" y3ia Tpaucnopt OPC-UA

1. Cnocob onpoca. Bo3moxHble 3HavyeHusa Uuknuyeckun onpoc un NMognucka. MapameTp
onpegenseT cnocob B3anmMoaencTBUSA KINEHTa C CepBepoM A5 MONYHEHUS aKTyasIbHOW
nHpopmaumu. Mpm Beibope pexmMma LUMKnnyeckum onpoc KJAMEHT NoCiefoBaTeNlbHO
3anpalunBaeT AaHHble N0 CANCKY Y3108, UCNOAb3YS NPU 3TOM 3HAa4YeHUS CBONCTB
TavimayT onepauwmv v lMay3a mexay naketamu. Pexxum Mognucka no3sonset 0603Ha4nThb
NHTEpPeC KIMEHTa K N3MEHEHMAM 3HAYE€HUIN Y3/10B Ha cepBepe: Npu obHapyXeHun
N3MEHEHUI CepBep OTMPaBASET yBEAOMJIEHNS, KOTOPbLIE KIIMEHTY OCTAETCA TOJIbKO
obpaboTaTs.

2. May3a Mmexay naketamu. Icnosib3yeTcs TONIbKO 4S8 pexuma Lmknnyeckun onpoc.
MapameTp onpefenseT 3afepXKy KIMeHTa Mexay Ka)KAblM OTAe/IbHbIM 3anpocoM, npu
3anpoce 3Ha4YeHW y310B Yy cepBepa. MiamepsaeTca B MuaancekyHaax. ECam sHavyeHne
HOJb - 3alePXKU HeT.

3. TaumayT onepaumi. Micnonb3yeTcs TOSIbKO B pexunme Uuknnyeckun onpoc. MNapameTtp
3a036T 3a4epXKy Mexay LMKNaMn ornpoca cepsepa. 9TO BPeMS B MUNINCEKYHAAX,
KOTOpOe KJIMEHT 0OXXNAAEeT nocjie 3aBeplleHns LUukKia onpoca cepsepa, No3Bonds CHU3NTb
Harpy3Ky Ha cepsep 1 obecne4ynTb CTabunbHyo paboTy CUCTEMBI.

5.1.2 N'pynna TeroBs

5.1.2.1 CBOMUCTBa

Y3en pynna Teros peanu3yeTr QyHKUHOHAIBHOCTh NPOCMPAHCMB uMeH (namespaces)
nporokosia OPC-UA. On ucnons3yercs ansg HasHaueHuss OPC-UA Teros B omnpeneneHHoOe
npocTpancTBO uMeH. YToOnl y3enm Ter OPC-UA KOppPeKTHO aCcCOIIMUPOBAJICS C 3aJaHHBIM
IIPOCTPAHCTBOM, €ro HeoOXOOuMMO cHOejlaTh AOYEepHHUM Yy3ia, 0003HadalIlero 3TO
IIPOCTPAHCTBO MMEH.

['pynna csoiicts "I['pynna OPC"

HauMmeHoBaHue cBoucTBa UpeHTucbnkatop Tun [docTtyn 3HayeHue No ymMoa4yaHuio
[pocTpaHCTBO MeH Namespacelndex UCHAR YTeHue /3anucb 1



Onucanue cBorcTBa "IIpocTpancTBo uMeH" y3ia "I'pynma Teros”

CaouctBo "l[IpocTpaHCTBO UMeH" OIpefesisieT YUCI0BOUM MHOEKC NMPOCTPaHCTBAa HUMEH,
HCIIOIb3yeMoro ansa ¢dopMmupoBanus nonHoro uMeHun OPC-UA Teros. [lonyCTUMBIN OUalla30H
3HaueHUM: B guamnal3oHe oT 1 go 255. Ecnu 3amaHo 3HaueHue 0, mpu c6opKe IpoekTa
nossBUTCS cooburenue o0 omubke. Ecnu BBegeHo uyucyo Oonbine 255, MUIIHNE Pa3pPsObl
OymyT obpe3aHbl OJIs IOMagaHUs B JONYCTUMBIM AMana3oH (HampuMmep, 3HaueHue 256
npeobpa3yeTrcs B 25, 3HaueHue 4851 — B 48).

Ecnu 4ucnoBOM MHOEKC IPOCTPaHCTBAa MMEH, 3aJaHHBIM Ha KJIMEHTe, He COBIagaeT C
MHOEKCOM, 3apeTruCTPUPOBAHHLIM Ha CepBepe, TO y3Jibl, MPUHAaAJeXallle JaHHOU T'PYIIIE,
OyoyT IOMHOCTBHIO HEOOCTYIIHEL IOjis 0OMeHa JaHHBIMM MeX[Iy KJIHEeHTOM U cepBepoM. s
KOPPEKTHOTO B3auMMOMENCTBUS KJIMEHTAa U cepBepa HeoOXommmo, 4ToOBl COBIAmaNX He
TOJIBKO YHCJIOBBIe MHOEKCH MPOCTPAHCTB MMEH, HO U MMeHa y3JI0B, 0003HAYaloIIKUX 3TH
IIpOoCTpaHCTBa. Hampumep, ecnu y KIMeHTa IPOCTPAHCTBO UMEH C UHOEKCOM 3 UMEHYeTCs
Dynamic, a y cepBepa — Dynami (u3-3a omeuaTku), nmonyueHnue gaHHbx u3 OPC-UA y3710B B
3TOM IIPOCTPAHCTBE CTaHET HEBO3MOXKHEIM.

5.1.3 Ter OPC-UA

5.1.3.1 CBoMcTBa

Y3en Ter OPC-UA comepxXuT CBOMCTBa, onpenensoinue nosegenue OPC-UA Tera, BKIo4as
THUII MAaHHBIX, olepaluy 00paboTKY 3HAYEeHUHN U IPUBS3KY K Y3JTy B IPEBOBUIOHOM CTPYKTYpe
IIPOEKTa.

CaoiicTBa y3ma "Ter OPC-UA"

HaumeHoBaHue cBoucTBa NpeHTudukatop Tun DocTtyn 3HayeHue Nno yMOoJI4aHUIO
Tun 3HaveHuns ValueType ENUM YteHune / 3anmncb UInt16

Onepaunn nocne 4yteHma OperationsOnRead YTeHue / 3annce OTCyTCTBYET

Onepauwnn nepepd 3anucbio OperationsOnWrite YTeHue / 3annce OTCyTCTBYET

Y3en gns yreHus/3anucum  Sourceld YTeHue / 3annce OTCYyTCTBYET

MNpaBa gocTyna AccessRights ENUM YT1eHne / 3anncb TONbKO 4YTeHue

Onucanue cBoMcTB y31a Ter OPC-UA

1. Tun 3Ha4eHus. OnpegenseT TUN LaHHbLIX, C KOTOpbIMU paboTaeT Ter. [lonyCcTuMble
3HaYeHUS:

= He onpepeneH (owunbka): Mpu cbopke npoekTa SCADA BblfaCT AMaN0roBOE OKHO C
ownbkown, MHPOPMUPYS 0 HEBANMAHOM 3HAYEHUMN NapameTpa.

BOOL: Jlornyecknin Tvn, npuHuMatowmimi 3HaveHmsa true nam false.

Int16: LUenoe 4yncno co 3HakoMm, anana3oH oT -32768 go 32767.

Int32: LUenoe 4yncno co 3HaKoM, Anana3oH oT -2147483648 no 2147483647.
UInt16: Uenoe ynucno 6e3 3Haka, Anana3oH ot 0 go 65535.

UInt32: Uenoe yucno 6e3 3Haka, Anana3oH oT 0 no 4294967295.

Float32: Yncno c nnasatowen 3anaton (32-butHoe, ctaHgapT IEEE-754).
String: TekcToBas CTpoKa.



2. Onepauum nocne yteHusa. CoaoepXnT CNUCOK onepauunin, KOTopble NPUMEHSAIOTCS K
3HaYeHMI0 Tera cpasy nocjie ero YTeHNs C cepeepa 1 nepeg nepefadven KaneHTy.
Onepaunn BbIMOMHATCSA NOCAe0BaTeNbHO, OT NepBON K NocnefHen B CrNCKe.
Pe3ynbTaT KaXkgomn onepaumm NCnosib3yeTcsa Kak BXof A4 cnegywowen. Ecam cnncok
ornepauuni oCTaB/eH NyCTbIM, CYNTAHHOE 3HavyeHne byneT nepedaHo KAneHTy 6e3
n3MmeHeHnn. CNUCoK BO3MOXKHbIX onepauunm:

* YMHOXXeHue
= Ckpunt C++
= CnoxeHune

butosoe AND

butoBoe OR

butosoe SHR

ButoBoe SHL

Jlornyeckoe U
» Jlornyeckoe WUJIN
» Jlornyeckoe HE
3. Onepauuu nepepn 3anucblo. CogepXXnT CNNCOK onepaunn, NPUMEHSEMbIX K 3HAYEHUIO
Tera nepef TeM, Kak CepBep 3anuweT ero nocsne rnoJjiydyeHms ot kaneHTa. Cnnmcok
onepauunm naeHTNYeH CNncKy ana Onepaumi nocae 4TeHns. Onepaunn BoINOAHAIOTCS

nocsenoBaTesibHO, Kak OMMCAHO Bbile. EC/IM CNUCOK onepauunin 0CTaBseH MyCThbIM,
cepBep 3anuLeT nepefaHHoe OT KANeHTa 3HaYeHme 6e3 n3MeHeHun.

4. Y3en pna uteHmsa/3anucu. OnpenenseT CCblJIKY Ha y3e B APEBOBUAHON CTPYKType
npoekTa SCADA, KOTOpPbI XpaHUT 3Ha4YeHne Tera. Icnonb3yeTcs TONbKO B pexmme
paboTbl CepBep. 3HaYeHne AOHKHO ObiTb BbIOPAHO M3 CyLLECTBYHOLNX Y3/10B AepeBa
npoekTa. ECn yKa3aHHbIA y3es He Hal4eH Uan ero TUn 3Ha4YeHNss HECOBMECTUM C
3af@aHHbIM TUNOM Tera, B XKypHan cobbiTnin byaeT 3anmcaHo coobLuieHne o
HefoMyCTMMOM TUne.

5. MpaBa pocTtyna. OnpenensaiT pexum 4ocTyna K Tery. lonyCTuMble 3Ha4YeHUS:
» He onpepeneH (owubka): Mpn HANMYUN TaKOro 3HAYEHMSA BO BpeMs COOpKM
npoekTa SCADA BblAacT owmnbKy, MHGOPMUPYS 0 HEBAIMAHOM MapaMeTpe.

» TonbKO 4TeHue: Ter OOCTYNEH TOJIbKO OJ1d 4HTeHUA,; 3anCb 3anpeLleHa.
» YTeHne u 3anuchb: Ter OOCTyneH ansd onepauw?l YTeHNA 1 3arnncu.

5.2 Co3paHue u HacTpouKa TpaHcnopTta OPC-UA

g ucnonb3oBanus Tpancnopta OPC-UA B mipoeKTe goKHa IIPUCYTCTBOBATh TPAHCIIOPTHAS
cucteMa. [Io6aBbTe B cucTeMy y3en Tuma TpaHcnopT OPC UA.

BribepuTe pexxuM paboThl TPaHCIOPTa:

= KNMeHT - TpaHCcnopT paboTaeT Kak BeAyLNiA 1 BbINOJIHAET 3anpoC 3Ha4YeHU NnapameTpoB
y cepsepa.
= CepBep - TpaHCcNopT paboTaeT B pexunme "BeloOMbIN" 1 OTBEYaET Ha 3anpocChl KIMEHTOB.



3apaliTe CBOMCTBAM TPAHCIIOPTa HEOOXOMUMEIE 3HAYEHHUS.

5.3 NobaBneHne napameTpoB B TpaHcnopt OPC-UA, paboTalowiun B
pexume "KnueHt"

IIns mob6aBnenus nmapameTpoB (OPC-UA Teros) B TpaHCIOPT HEOOXOOMMO 3HATH UX MMEHaA.
Omnpepnenenve uMeH napaMeTpoB, npegocTtaBisgeMblx OPC UA cepBepoM, MOXKHO IIPOU3BECTHU
IIyTeM IIPOCMOTPa [epeBa IlapaMeTpPOB cepBepa ¢ noMolubio AoCcTynHbEX OPC-UA KIUeHTOB,
HaIlpuMep:

= Unified Automation UaExpert (6ecnnaTHbin).

[Tocne onpeneneHyss UMeH WHTEPECYIONINX TapaMeTPOB He0OX0OUMO 100aBUTh B TPAHCIIOPT
HY2KHBIE TTapaMeTphl B BUAE APEBOBUAHOU CTPYKTYPH B COOTBETCTBUU CO CTPYKTYpPOH
ITapaMeTpPOB B CepBepe.

[Ins mpuMepa MPOAEMOHCTPUPYEM MOPSIAOK HACTPOWKM TpaHCIOpPTAa Ha NpUMepe
ny6MuYHOTO OPC UA cepBepa mo agpecy
opc.tcp://milo.digitalpetri.com:62541/milo

IaHHBIN cepBep MpefmocTaBiisgieT OONbINOM HaboOp ImapaMeTPOB, CPenyd KOTOPHX e€CThb
OVHAMU4YECKHA MEHSIOLIAEeCs, KOTOPble MOXKHO HaWTH C MMOMOIIBI0 YIOMSAHYTHIX Bhille OPC-
UA KIUEeHTOB:

Root/0Objects/Dynamic/RandomDouble I
Root/0Objects/Dynamic/RandomFloat |
Root/0Objects/Dynamic/RandomInt32 |
Root/0Objects/Dynamic/RandomInt64 |

C IOMOIIbI0 KIMEHTa ONpefernisieM, YTO HHTePeCyIie Hac IapaMeTpPhl UMeIOT CIedyIollye
UIeHTU(PUKATOPHI:

ns=2;s=Dynamic/RandomDouble I
ns=2;s=Dynamic/RandomFloat |
ns=2;s=Dynamic/RandomInt32 |
ns=2;s=Dynamic/RandomInt64 |

Ido6aBuM B TpPaHCIOPT y3eln Tumna pynna Teros, YyCTAHOBHM €ro CBOMCTBA CHETYIONIUM
o0pa3oM:

* [1pOCTPaAHCTBO MMeH = 2;
* /iIma = Dynamic.

IJobOaBuM B maHHYIO rpynny y3nel Tuna Ter OPC-UA ¢ umenamu RandomDouble,
RandomFloat, RandomInt32, RandomInt64u ycTaHOBMM B HX CBOHCTBax
COOTBETCTBYIOIIUMN THUI 3HAUYEHUS.

[Tocne coxpaHeHUs, KOMIHUISIWYN U 3allyCKa IPOEKTa TPAHCIOPT OymeT 3ampalluBaTh Y
cepBepa mo0aBlIeHHbIE TETH.



6 Tpauconopr SNMP

[Tpotokon SNMP (Simple Network Management Protocol) mupoko ucnonb3yercs gis
MOHUTOPUHTA U yIpPaBJIEeHUS CETEeBLIMU yYCTPOUCTBAMU, TaKUMH KaK MapIIPyTU3aTOPEHL,
KOMMYTaTOPHI, CEPBePH ¥ MPUHTEPHl. OH M03BOJseT cobupaTh HHPOPMALUIO O COCTOSHUU
YCTPOMCTB U BHITIOJIHATH yAal€HHbIe HaCTPOuKHU. [I1151 3PeKTUBHOTO UCIonb30BaHuss SNMP
B AgavaSCADA Heo0X0UMO MPaBUJIbHO HAaCTPOoUTh TPpaHCHOPT SNMP u ero mapameTpsl. B
CJIeyIOLIUX pa3fesiaxX OIUCHIBAETCS IPOLECC CO3MaHus U HaCTPOuKYU TpaHcrnopTta SNMP, a
TakKXe [po0aBlIeHUsS HeoOXOOUMEBIX MapaMeTpoB AN obeclmedyeHUS HageXHOTO
B3aUMOIEUCTBUS C yIPaBIsgeMbIMU YCTPOUCTBAMU.

6.1 Co3paHue n HacTpouKa TpaHcnopta SNMP

1. B nepeBe npoekTa, NpaBoON KHOMKOW MbILIN BbIAEANTL FPYNNY Y3108, NpeAcTaBasowme
TpaHCNopThl NpoekTa, BbibpaTh lobaButb y3en -> TpaHcnopT SNMP, B pe3ynbTaTte
4yero B AepeBe npoekTa byaeT co3naH y3en TpaHcnopTa SNMP.

2. B cBOMCTBaxX CO3[@HHOr0 TpaHcnopTa HeobxoamMMo ykasaThk IP-agpec yCTponcTBa,
Bepcmto SNMP npoToKona, UCMoJib3yeMOro yCTPOMCTBOM, 1 HEOBX0AMMYIO MHGOPMaLINIO
L719 NoJly4eHns [oCTyrna K yCTPoMUCTBY (community-cTpoky ong SNMP v2c¢ nnm nmsa
nonb3oBaTens n naposb ansg SNMP v3).

6.1.1 Kak onpepenutb Bepcuto SNMP pns ycrtpoucrtea

Bepcuio SNMP M0XHO omnpenenuTh, 00paTUBLIMChE K OOKYMEHTAIlMKU WU HAaCTPOMKaM
ycTpolictBa. Ecnu mocTyn K 9TOM MHGpOpMaldu OTrpaHMYeH, MOXKHO Iomnpo6oBaTh
IIOCIeJ0BaTEIbHO OMPOCUTH YCTPOMCTBO C MCIIOJIb30BaHMEM pa3HBIX Bepcuu SNMP u
OIpelesuTh, Ha KaKyl BEePCUI0 OHO OTKJIMKAETCH.

6.1.2 AsTopusauus B Bepcusax SNMP vl n SNMP v2c

ABTOpUM3anusl OCYLIECTBIIETCS C IOMOIIBI0 community-CTpPOK, KOTOpPhEIE OEeUCTBYIOT KakK
npocThie maponu. Community-cTpoka mepenaeTcsi B OTKPHITOM BHIE M MOXKET OBITh
yCTaHOBJIEHa Ha 3HAUYEHUS II0 YMOIYaHMIO, TaKue KaK public gms omepallvii YTEHUS UK
private gns omepanuii 3anucu. ATMUHUCTPATOP CUCTEMEI MOXKET YCTaHOBUTL COOCTBEHHEBIE
3HaYeHUd [JIgd community-CTpOK, HUCIOJIb3yeMEIX YCTPOUCTBOM. be30macHOCTE B 3TUX
BEPCUAX IPOTOKOJIa MUHUMAJIbHA.

6.1.3 AsTopu3auus B Bepcusax SNMP v3

[IpemocTaBnsieT YCOBEPUIEHCTBOBaHHbIE MeXaHM3MHE 0e30MaCHOCTH, BKIHOYaAsd
ayTeHTHQUKaLKio U mudpoBaHue. ABTopusamus TpeOyeT uUMs I0OIb30BaTeNs, a TaKke
MOXKeT MoTpeboBaTh MapoIb ayTeHTU(UKAIIUY U Maponb mudpoBanusi. [laHHAS BepCUS
IIPOTOKOJIa TTOAePKKUBaET Pa3IndHbe YPOBHU 0€3011aCcHOCTH:

= noAuthNoPriv: Tonbko nMa nonb3oBaTens 6e3 ayTeHTUUKaLmm 1 WnhpoBaHNS.
= authNoPriv: AyTeHTudukaumnsa 6e3 wndposaHus.
= authPriv: MNonHada ayTeHTMPMKaUNS N WNPOBaHNE AaHHbIX.



[TpuMep KOppeKTHO 3agaHHOro Tparncnopta SNMP

CBOMCTBO 3HavyeHune
Bepcus SNMP SNMP v2c
IP agpec 172.16.3.22
Mms nonb3osaTtens public
Maponb

6.2 lobaBneHune napameTtpos B Tpancnopt SNMP

1. B gpepeBe NpoeKkTa HanTu 1 NPaBo KHOMKOW MbILIW BbIAENNTb y3en TpaHcnopT SNMP u
BbibpaTh [lo6baBuTb y3en -> MapaMeTp SNMP, B pe3ynbTaTe 4Yero B AepeBe NPOeKTa
byneT co3naH y3en napameTtpa SNMP.

2. B cBoncTBax y3na, npeacrasnsawowero napametp SNMP, noMmMo rpynnbl CBOUCTB
OCHOBHble, OCTYMHa TakXe rpynna ceoncTs NapameTp SNMP, copepxallias CBONCTBA,
cneumnduyHble ona napameTpa TpaHcnopTa: 0ID, Tun 3Ha4venunsa mnllpaBa pocTtyna.

= 0ID (Object Identifier) — 3To yHMKanbHbIN naeHTUGOUKaTOP 06bEKTA YNpaB/ieHNs B
MIB (Management Information Base). OH npeacTaBnseT cobon NocneaoBaTeIbHOCTb
ynucen, pasgeneHHbix TodKamu, Hanpumep: 1.3.6.1.2.1.1.1.0. OID MOXHO
NONYYNTb HECKONbKMMUK cnocobamum: o0bpaTuUTbCA K 4OKYMEHTaLMM NPON3BOANTENS,
KOTOpas 4aCTo COAEpPXXUT CNUCOK JoCTYynHbIX OID 1 nx onucaHue; ncnosb3osatb MIB-
(hannbl — crieumanbHble ansibl, NpefocTaBasgeMble NPOM3BOANTENEM YCTPONCTBA U
cogepxatune sce OID n ux CBOMCTBA; UM BOCNOJIb30BaTbCA CTOPOHHUMU YTUAUTAMU
(Hanpumep SNMP Walk, no3sonstowas npocMoTpeTb BCe aocTynHble OID Ha
YyCTPONCTBE).

= Tun 3HayeHus onpenenseT TUMN AaHHbLIX, KOTOpble ByaeT noayyeH n/uan oTnpasieH
Npv B3anMoLenCcTBUN C YCTPOMCTBOM Mo onpeneneHHomy 0ID.

* [l[paBa poOCTyna — CBOWCTBO Onpeaensowee, Kakme onepaunm MoryT ObiTb
BbINOJIHEHbI C AaHHbIM OID — TONbKO YTEHME MU YTEHME U 3aMNUCh.

[Tpumep KoppekTHO 3agaHHoro [Tapamerpa SNMP

CBOMCTBO 3HayeHue
Tun 3Ha4veHmsa String
MNpaBa pocTtyna YTeHue 1 3anncb
oD 1.3.6.1.2.1.1.1.0

[Tocne KoppeKTHOro 3afmaHus cBoiicTB Tpancmopra SNMP u mo0OaBieHUsI MapaMeTPOB
SNMP pnnsa maHHOTO TpaHcmopTa, nonb3oBaTenb AgavaSCADA cmoxeT 3¢p(PeKTUBHO
HCIIONIb30BaTh MepefaBaeMylo HHPOpMaNui y3naMu-napamerpamu SNMP. 910 mo3Bonur
OCYIIECTBIIAATh MOHUTOPUHT U aHAJIU3 JaHHBIX YCTPOUCTB, UHTETPUPOBAHHLIX B CETh.

7 Tpanconoptsl MIK-60870

Y3nu «Tpancnopt MIK-60870-101» u «Tpancnopt MIK-60870-104» nipenHa3HauyeHEI
nnsi oOMeHa TeneMexaHuuyeckoi mHbopmanuen. [Ins MOK-60870-101 ucmonws3yeTcs
rocsaenoBaTenbHoe coemuHeHue, ansa MOK-60870-104 — TCP-coeguHeHuUe.

B o6oux cny4asx BeiOupaeTcs pexkuMm Master unu Slave. [[omoHUTEIbHO HaCTPAuBaIOTCS



MHTEPBal OIIpoca U mapaMeTphl aapecanuu: pa3Mmepsl nmonen COT, CA, IOA u ASDU. 3tu
ITapaMeTPhl JOJIXKHBEI COOTBETCTBOBAaTh HACTPOMKaM APYTrOi CTOPOHBI COEIUHEHUS.

[TopsiOK HAaCTPOMKHU:

1. NobaBuTb TpaHcnopT Tpebyemoro Tuna n BbibpaTb pexum paboTsl.

2. Ona M3K-60870-101 3apaTb nocnegoBaTebHbIN MOPT, CKOPOCTb, YETHOCTb, CTOMOBbLIE
6uTbl, 6anaHCHbIN N HebanaHcHbIN pexxum. Ona MIK-60870-104 yka3zaTb IP-agapec,
NOPT M NapaMeTpbl KOHTPOIA COeANHEHNS.

3. fNobaBnTb B TpaHCnopT y3en «CtaHuua MIK».

4. 3apaTb CBONCTBO cTaHUuun «CeTteBon apgpec(ASDU)». Ina MIK-60870-101 Takxe
3afaTb «KaHanbHbIK appec».

5. fobaBnTb B cTaHUWMIO y3/ibl «[lepeMmeHHas MIK». [1na KaxK40oN nepeMeHHON yKa3aTb
«Appec(IOA)», Tun 3Ha4YeHUs 1 NpasBa AocTyna.

6. B pexunme Slave cBs3aTb NepeMeHHbIE C yY31aMu NPOeKTa Yepes CBONCTBO «Y3en gns
YyTeHusa/3anucu». MNpun HeobxoANMMoOCTU BKNIOYNTL «Mlepuoaunvyeckas oTnpaBka»
«Cnopapuyeckas oTnpaska».

7. Echm npefyCMOTpeHbl KOMaHAbl ynpassieHus, HacTpouTb «Apgpec(lOA) 3anucu» 1
MCNONb30BaHNE METKMN BPEMEHU.

CBoiicTBO «MeTKa BpeMeHH» IIepPeMEeHHOU OIpeessaeT UCII0Ib30BaHUe II0TyYeHHBIX METOK
BpeMeHH. [IJIsT KOHTPOJIsEI 0OMeHa IPegyCMOTPEHO CBOMCTBO TpaHCIOpTa «OTIagoUHBIN
peKuM», BKJII0Yalolllee perucTpaluio IpUHUMaeMbIX U IlepefaBaeMblX IaKeTOB B KypHae.

[TompoOHO ucmonbk30BaHue TpaHcmopToB MIK-60870-101 u MOK-60870-104 paccMoTpeHO B
nokyMeHTe TpaHcnopt MOK-60870.

8 Tpaucnmoptr MQTT

V3en «Tpancnopr MQTT» npegHasHaueH OJ1s NONy4YeHUS U MyONUKalluy 3HaYeHUN dyepes
MQTT-6poxkep. [laHHBIE TPeAcTaBiaeHbl y3naMu « Tomuk MQTT».

B cBolicTBax TpaHCIIOPTa MPEAYyCMOTPEHH MOJs «Ampec Opokepa», «Ilopt Opokepa»,
«AMs1 monb3oBartens», «Ilapoas» u «ID monb3o0Barensa». [locnenHee moe 3amaeT
nneHTurkatop MQTT-knueHTa.

B Texylmeit Bepcuy TPaHCIOPTa MOAKIIOUYeHNE BRIMONHSAETCS K nopty 1883 6e3 mepemauu
MMeHHU II0JIb30BaTesid U naposid. CiemyeT UCIONb30BaTh OPOKep, MONMYCKAIOIUK TaKoe
nopkiodeHre. 3HadyeHus noned «Ilopr Opokepa», «Mms nmoab3oBaTenss» u «Ilapoab»
He U3MEHSIOT 3T YCJIOBUS IOOK/II0OUEHHU .

[TopsimOK HaCTPOUKU:

1. JobaBuTb TpaHcnopT MQTT u yka3aTb agpec bpokepa, nopT 1883 n naeHTnGKaTop
KJINEHTa.

2. NobasuTb y35bl «Tonuk MQTT». IMd y3na onpepenset ums Tonunka. BnoxeHHble
Tonuky 0bpasyloT NyTb C pasgenurtenem /.

3. Yka3aTb «Tun 3HauyeHusa»: String, Int32, UInt32 nnun Float32.


http://docs.kb-agava.ru/view/%D0%A2%D1%80%D0%B0%D0%BD%D1%81%D0%BF%D0%BE%D1%80%D1%82_%D0%9C%D0%AD%D0%9A-60870

4. BoibpaTb «MpaBa poctyna»: «TONbKO YTeHUe» 4715 NonyyYeHns coobuieHmin nmbo
«YTeHue u 3anucb» 4715 NOAyYeHUs 1 NybankKaumm 3Ha4YeHu.

5. obaBNTb TONUKM B UCTOYHUKM CUIHANIOB MPOEKTA.
ComepxumMoe CoO0OIIEeHUN HOJKHO COOTBETCTBOBATH BHIOPAHHOMY THIY 3HAYEHUS.

HaanMep, O 9YHUCIIOBOTO TOIIHKa TpeﬁyeTCH YUCJIOBOE TEKCTOBOE IIpeaCTaBJIEHHE
3HA4YEHHUIg.

9 Tpauconopt OPC DA

V3en «Tpanconoptr OPC DA» npenHasHaueH s nopkitodenus K OPC DA-cepsepy. 9T10T
TPaAHCIOPT UCIIOIL3yeTCS B cpefe ucnonuenus aiug Windows.

B cBoucTBax TpaHcIopTa 3apmawrca «Mmsa xocra», «MMa cepBepa», «Bepcus
NMPOTOKOJIa» 1 «Pexum onmpoca». [IpenycMOTpeHEl CUHXPOHHBIN U aCUHXPOHHBIA PEXUMBL;
BO3MOXKHOCTh aCUHXPOHHOT0 00OMeHa 3aBUCUT OT CepBepa.

I71s1 HacTpolKu HeoOXomuMo 100aBUTh TPAHCIIOPT, YKa3aTh CEPBEP, 3aTeM CO3[aTh IPYIIIIE U
teru OPC DA. [Ins TeroB 3afal0TCs agpecyole X MeHa, TUIIH JaHHBIX U IIpaBa JOCTYIIa.
[TonyyeHHbIe 3HAYEHUS CBI3bIBAIOTCS C CUTHAIaMU IIpoeKTa. [JoCTyn K yOal€HHOMY CEPBEPY
IoJIxKeH OBITh HACTPOEH CPeNCTBaMM OIePAllMOHHON CHUCTEMHI.

10 Tpancomopt AgavaCloud

V3en «Tpancmopt AgavaCloud» mpepnHa3HaueH [ Mepefgayyd BHIOpPAHHBIX JaHHHBIX
npoekTa Ha cepBep AgavaCloud.

II71s1 HaCTPOMKU HeoOXOAMMO:

1. JobaBUTb TpaHCNOPT B TPAHCMOPTHYIO CUCTEMY.
2. Yka3aTb «Appec» cepsepa: cloud.kb-agava.ru

3. Yka3aTb «ApeHTudukaTop» ond pernctpaunm - YWH, nony4yaemblin B IpoekTe
AgavaCloud npu gobasneHun yctponcTtea Tuna "lMNJIK AFABA".

4. B cBoncTBe «Appecauua napametpa» BbibpaTb ncnoab3yemoe 0603HavYeHne
napameTpa: «Mma y3na», «Onucanue y3sna» niv «Wudcp ysna».

5. B cBoncTBE «Y3Aabl» BbiOpaTh CyLECTBYOWME NCTOYHUKIW, CUTHAJbI UM OMNepaLun,
3HaYeHNs KOTOPbIX HeobxoaMMo nepeaaBaTb.

6. MpoBepuTb COOTBETCTBME 0603HaYeHNI MapaMeTPOB HAaCTPONKaM cepBepa.

NCcTOYHUK —
https://docs.kb-agava.ru/index.php?title=Cnctema_tpaHcnoptHaa AgavaSCADA/AgavaPLC&oldid=3769



https://docs.kb-agava.ru/index.php?title=Система_транспортная_AgavaSCADA/AgavaPLC&oldid=3769

